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簡報者
簡報註解
英文新聞相關資訊

http://www.mitcannon.com/testimonials.html

中文說明網址

http://pwl.idv.tw/sphpblog/index.php?entry=entry060410-060733
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Six degree and small world

What Is “Six Degrees”?
« “Six Degrees of Separation” -- John Guare,1990

“Six degrees of separation between us and everyone else on this planet”
—  TRIEREEGA o R b ABEL A [ SRS E A RRAE - R
B2 E (E 2 PRy AFRPEEE |
+ An urban myth? (“5 handshakes to the President”)

« “What 1s the probability that two strangers will have a mutual friend?”
""""""""""""""""""" 1950’s, Pool and Kochen asked

— 1.e. the “small world” of cocktail parties

http://www.nd.edu/~networks/linked/newfile7.htm
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簡報者
簡報註解
Frigyes Karinthy, 匈牙利作家, 於他的作品中提出人與人之間只被六個人隔絕．六度的分隔.
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Six degree and small world
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Six degree and small world
B Bt & DB Y% 7= (cont.)
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Six degree and small world
Examples of six degree in entertainments
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Six degree and small world
The small world experiment

- Stanley Milgram /NS EE: (1967)
— A single “target” in Boston G&52%7% E Sharon)
— 300 1nitial “senders” in Boston and Omaha

— Each sender : 45127 BT Sharony—r i A&

— The friends got the same instructions
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Laboratory
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Social networks
What is a social network?

o A set of dyadic ties, all of the same type, among a set of
actors
— Actors can be persons, organizations, groups
— Attie is an instance of a specific social relationship
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Social networks
History of social networks

o 1967: Small World Phenomenon (Stanley Milgram)

o 1974:. The Strength of Weak Ties (Mark Granovetter)

e 1998: Collective Dynamics of Small-World (Duncan J. Watts and Steven H.
Strogatz)

o 2003: Wikipedia (An online community that connects people through networks

of friends for dating or making new friends ), #4547\
 Now: There are thousands of applications applied to social networks

-, o

o v A R B T
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Social networks
What can social networks help ?

 How does a kind of fashion become an vogue?
e How does a virus spread and infect people?
 How does a research topic become a hot topic
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Social networks analysis
Strong link V.S. Weak link

Jay . Weaklink Anderson

O

1974: The Strength of Weak Ties (Mark Granovetter)

«Strong ties are your family, friends and other people
you have strong bonds to.

*\Weak ties are relationships that transcend local
relationship boundaries both socially and
geographically.

» \WWeak ties are more useful than strong ties
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Internet social networks
Internet Structure

 Internet structure is also a small world
* [t possess a scale-free topology

« A data transferred from a computer to another computer only
needs four step (Four Degrees of Separation)

P
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Words social networks
A sketch of the WSN for the word theme of mouth

*Properties related to connectivity and distances in words-graphs
-Appllcatlon topic flndLng and mtentlon flndmg
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Anti-spam research based-on social networks

Personal e-mail social networks

L

In the largest component, none of nodes share = |

neighbors =

Subgraph of a spam component. Two spammers
share many corecipients (middlenodes). In this
subgraph, no node shares a neighbor with any of
its

neighbors.

Subgraph of a nonspam component. The shows a
higher incidence of triangle Structures
(neighbors Sharing neighbors)

than the spam subgraph.
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/_\ g el heborks 1 Tghtspam * IEEE Computer, £V EFFEN T A0 AR PO 5

", 38(4):61-68, April 2005
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Anti-spam research based-on social networks
Intentions graph for detecting spam

 Intentions of spammer are almost the same (even expands
their social relationship to Internet)

3%\
spam
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Botnet detection 52 s 4R By H

/\

* A Botnet is a compromised hosts (bots) remotely controlled
by an attacker and the owners are not aware
— E.g. Invoke a DDoS (Distributed Deny of Service ) attack

Bot

T

AN

et

N\ W/
O

J=g

Attacker Anomalous

IRC ServeN
Bot

J |<— Command and Control (C&C) Stage—>|<—Activity Stage—>|
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簡報者
簡報註解
What is botnet

Common behavior of botnet: communication
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Detecting Bot Communication

Many bots use IRC for Command and Control

* Detect IRC Bot
Commands

e IRC Behavior
Modeling

e Inspect Payloads
(advscan...)

e Traffic Behavior
Analysis

Enm bie

Control Channel

PR SR R
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Intrusion Detection and Event Analysis
(IDEAS)
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The Bridge In Information Security-ISLAB
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WY e Intrusion Detection
1.Web application attacks
2.Botnet Detection
3.Anti-spam

Event Analysis

1.False alarm reduction
2.Multi-steps detection
Software Validation

1. Dynamic testing

Academia Sinica

Carnegie Mellon
University

Cornell University
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SR ()

Academia

ITRI

CCIT

ICAST
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UCB, TRUST

CMU, CyLab

PR SR R



intelligent Systems Laboratory

RERE TR FEFH

nRERT T X > PT R

% 2 ¥ %(Secure Cyberspace) s«
e B4k 3

B % 2B E < (M-SOC)F
%8 'R R TR

B RPN E M RR TO =E




intelligent Systems Laboratory

Information Security Research Roadmap

Network<

Malware Detection

1. Botnet C&C Detection
2. Fast Flux Attacks Detection
(Archon Scanner)

Event Analysis (SOC)

False Alarm Reduction
Alerts Analysis

Missing Events ldentifying
Event Fusion

ack Alert)
I

B wnN e

A

2. Dynamic source code analysis
(Code Secure)

Web-application
securit

1. Web Mimicry attacks
detection
(SmartWAF)

|
|
[
1. Malicious web script detection |
|
[
|

P e
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Roadmaps of Information Security
Research In ISLAB

: IRC Botnet Detection
Botnet Detection

Fast-flux DNS Detection
D jon - :
etectio _ Malicious Code Detection

Web attacks detection

Network Mimicry Web Attacks
Security

 Adaptive Detection Model

-

 False Alarm Reduction _ _
Event ' ~ Adaptive Rule Detection

_ Analysis

_ Multi-steps Detection | | Malicious Intension Detect

- Scenario Attacks Detection

\ J
: Dynamic Software Testing
Information ‘ Software - )
Securit T _ .
. Validation J— Information-flow based Software Testing |
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Alert/Alarms

VI3 DU W E

Software script 5[ Mal-page J
Security inspection : interceptor |
Customized

: : > Web IDS
Packet Web-based attack General behavior-based attack |GGG ___>’ octart J
stream detection detection L :

flow-level Multi-view attack Scalable network >eatable i
! : . > Forensics .
Traffic trace detection forensics System :

Hardware Regular Expression (PCRE)

enhancement matching with FPGA

Machine Learning Core Technology
(LLASA: A Library of Learning Algorithm for Information Security )
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ntrusion Detection ana event AnalysIS System

IDEAS Scope

p High
*Intention detection Network Security Knowledge Base
*Behaviors analysis N

"

e
*Multi-step attack graph ‘

o

['Alert aggregation } Meta level
*Event correlation
*False alarm reduction Events and Alerts
sAbnormally IDS
*Multi-view IDS \
. H Low
«Hardware speed up pattern matching @
with localized picked rules 4
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|A

| Alarm
I Correlation ]

Software

I Secu ritx i

Packet Stream
Inspection

Traffic Logging

& Analysis

~ Hardware ‘

J

Intrusion Management >|

[ octection | analysis | rorensics |

Anomaly-based
: IDEAS
False alarm - s=19]
reduction
Mal-page I

script inspection
L HWAIDS J
Web application

attack detection e NLC
‘ Gestalt
Multi-view attack Rare categsz Scalable network
detection attack a forensics '/ Forensic Analysis
System

Signature-based

matching with FPGA HW/SW Co-Design

Optimized PCRE / Cost Efficiency on ‘

.

Machine Learning Core Technology

_. (LLASA: A Library of Learning Algorithm for Information Security ) }ﬁ%
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簡報者
簡報註解
Cross-level attack behavior detection & analysis, Profiling attack behaviors, 

Scalable network forensics: data reduction 這三個方塊為孫雅麗教授新增
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Machine Learning in IDEAS

e Learning
— Automatically learning from expert feedback

« Adaptation
— Reduce labor work on configuration to a specific environment

e Detection
—  Detecting novel attacks

e Evaluation
— Ex. Detection rate vs. cost, Accuracy rate ...

e HEPRE SR R T



簡報者
簡報註解
IDEAS, Intrusion Detection and Event Analysis System.

We set the goals of our system for two kind of people to use. The first one is for network analyst to design their analysis flow. The second one is for researcher to design and experiment on their proposed algorithm.

If we want to satisfy those requirements we mentioned, our IDEASystem has to support several functions. We’ll provide a friendly graphic user interface to help designer easier to design the flow of analysis or method. 

Flexibility and changeable module components let you design different algorithm you want and driving our innovative research

Reconfigurable let you design different level architecture facing different problem such like ID , Event analysis and alert correlation. 

We also provide learning based component such like AI, ML and PR approaches as our kernel.

So

What can we do with it? We can design …..

Dataset generator of IDS or alert correlation.

AI, ML or PR based IDS

Alert correlation or false alarm reduction by learning approach






Intrusion Detection and
Event Analysis system

/ i Iy H o R
! \0

Enterprise Servers ~S, InTer'ne‘l' Ser'wce Provider
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What can IDEASs do for SOC?

IDEAsystem

Sensors
o Host IDS
o  Network [DS
o FHirewall

Security Information Management (SIM) platform

e Discover novel attacks
o Detect multi-step attacks
e (Correlation rule generator

Correlation
Rule
CGenerator

Correlation rule

€.q

ArcSight
OSSIM
Nowvell Santaine

Y

Correlation Rule
Knowledge
Databasec

B RPN E M RR TO =E
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Information Security Station

Conquer Zero-day attacks with security news collection
e Real-time network traffic abnormally chart

«  Daily survey for easily and quickly controlling network statement
 Risk & Threat estimation

PR SR R



簡報者
簡報註解
Security news 

Real traffic 

Alert level



上面是基本資訊

下面是統計結果　超過以往流量會亮紅色



Dairy survey
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Real Case 1: Trojan Behavior (Data stealth
& Self-duplicate)

Phase 2. Scan service and self-
duplicate attempt

Phase 1. Data
ae— stealth thru web
> vulnerability
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Similar Behavior and Intention Search

Search Similar Graphs
Similar Graphs : | on v | September v |7 2009 » | - |{maonth} = {wear} * | Order By: | predict hd
Filter [ Similar Graphs ]
Current Activity Graph Similarity: 0.846 Similarity: 0.577
e
T | |.mE T peg -
- i naallil ey = N g Ces
- = -l - L e Ty -
| o S e . : e
R - e e e -
i : ...... — bl
== - = — £ e § m—— b
Activity Graph 113 Activity Graph 434

Activity Graph 286




intelligent Systems Laboratory

Case 2: Detect Mutated Bot (Partial Match)

Current Activity Graph Similarity: 0.816

Activity Graph 2 Activity Graph 1 .
' 1 P37~ 1 A s 71 200 B o
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Intention Knowledge Database

e EX. Intention - Probe pattern

Time Criteria: {time} ~|{month} ~| | |{year} ¥| 0000 - ({month} v | {year) | 0000

Intention: Note: | | Keywords of Signature: | |
Order By: Filter |:|[ Activity Graphs ]

times, 0 =
Pase-1 -

times, 0 =

Probe 496-1 Probe 3014-1 Probe 68-1

RPN R R T %
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Further Research

« Correlation rule generator
— Auditing suspicious packets or events for making correlation rule

 Mutated alarm detection
— Intention knowledge database

e Hard to give all labels on Massive Network data
— Active learning

« Network Environment is changeable
— Adaptive Profile

o Alarms vs. Asset vs. Host
— Relation Data Mining

BEFIRE 2 R R T
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Conclusion

BEFAHZHRRRTEE s
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2008F-9 H Web AP55BEXE I 4547

> RE L FenB IR~ B3 B (XSS) - & F£SQL
q‘,% * 32 ¥ (SQL Injection)

Insufficient Authentication;
188%

Insufficient Authorization;

1,73%
Other; 12.55%

1  crosssite Scripting; 59.26%
Predictable Resource

Location ; 4,61%

Content Spoofing ; 5,96

2 50L Injection; 8,12%

Information Leakage ;
5.90%

TR KR FE RSexEE > R (Web Application
Security Consortium, WASC)2008-# 9 *
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Related resources

[Information]

[Tools]

A

Social networks - Wikipedia, the free encyclopedia
http://en.wikipedia.org/wiki/Social networking

How to do social network analysis
http://www.orgnet.com/sna.html

International Network for Social Network Analysis (INSNA)
http://www.sfu.ca/~insna/

NetLab (provides up-to-date information

on social networks in the broadest sense)
http://www.chass.utoronto.ca/~wellman/netlab

InFlow (Social Network Mapping Software) http://www.orgnet.com/index.html

NetMiner (SNA Software)

http://www.netminer.com/NetMiner/home 01.jsp

UCINET (SNA Software)

http://www.analytictech.com/ucinet 5 description.htm

International Network for Social Network Analysis http://www.insna.org/INSNA/soft _inf.html

{

B RPN E M RR TO =E

'..I'..I


http://en.wikipedia.org/wiki/Social_networking
http://www.orgnet.com/sna.html
http://www.sfu.ca/~insna/
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http://www.orgnet.com/index.html
http://www.netminer.com/NetMiner/home_01.jsp
http://www.analytictech.com/ucinet_5_description.htm
http://www.insna.org/INSNA/soft_inf.html
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References for complex network theory

SIX

DEGREES

©

THESCIEMCE OF
L CONWECTED AGE

DUKTAN J. WATTS

o Watts, D.J.; Strogatz, S.H. (1998). "Collective dynamics of 'small-world’
networks.". Nature 393 (6684): 409-10.

* R. Albertand A.-L. Barabasi, Rev. Mod. Phys. 74, 47 (2002) with 215 references
e S.N. Dorogovtsev and J. F. F. Mendes, Adv. Phys. 51, 1079 (2002) with 252 references

e M. E.J. Newman, SIAM Rev. 45, 167 (2003)
with 429 references

e S.Boccaletti, V. Latora, Y. Moreno, M. Chavez, and D.-U. Hwang, Phys. Rep. 424, 175 (2006) with 888
references

* [book] Mark Buchanan,NEXUS:small worlds and the groundbreaking science of networks.
SRR AN S
. E%o?k %mcan J. Watts, SIX DEGREES: The Science of a Connected Age. H1 3z A6 A
NVAR
» [book] Mark Buchanan, The Social Atom : Why the Rich Get Richer, Cheaters Get Caught,

aQ(lEYour Neighbor Usually Looks Like You H X E2 A [Sk iy #EEE « BRI T AIY-RRL
2\
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Related resources

1) Zone-H (4 H &% Defacement /%) http://www.zone-h.org/ ;
http://www.zone-h.org/archive/special=1

2) KhuBazs (F144blog) http://rogerspeaking.com/

3) T2 IR (TW 48ukalE SRl EE)  http://www.itis.tw/compromised
4) Malware Domain List (55 E 4 5 i 7 B, i el ok
DL T DA HZK)
http://www.malwaredomainlist.com/mdl.php?inactive=&sort=Domain&s
earch=&colsearch=All&ascordesc=ASC&quantity=100&page=0

5) [ #7 R U EBEAE =T 2247 (f/5Zone-H)" ¢ http://www.zone-h.com.cn

6) cross-site scripting attached information
http://www.xssed.com/archive

BEFIRE 2 R R T
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IDC Worldwide Security 2008 Top 10
Predictions:

3SN will merge security, systems, storage, and network management.
ZS-NERE I FF o kA Ry ERERL D

Y2

Web 2.0 and Business 2.0 applications and communities will become a major source of identity
fraud, privacy violations, and corporate data loss.

Web 2.0 £ Business 2.0 s * #-E = & ip2d » BHAE > B L EFFTHF L L& R F

Crime ecosystems will sell, support, and service crimeware as products or services.
o B S RAE kR R iR (FASERIR R o L3 2R R

Datacenter security will be resurrected by a crisis in access and skilled support.
"\‘1‘] % ul—"l’?”"—!zr‘];..w])v&i‘\ 'J,‘:‘:}ﬁlE‘Aﬁmw ]’}'\m}i ﬁﬁ

Security virtualization will develop in three areas.
PERE RREREE

ristiansen et al., “Worldwide Security 2008 Top 10 Predictions:
Itymce Ride the Web to Drive ﬁﬂﬁﬂnﬁﬁlﬁ@y%ﬂﬁ@
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IDC Worldwide Security 2008 Top 10
Predictions(48):

6. IP protection and data leakage will become major security drivers outside the United States
FRBOBAZEFBIRE T L

7. Managed and hosted security services will boom.
MFE IR AL

8. Mergers and acquisitions will continue, but new companies will continue to enter the market.
L A o AT PR A SR

9. Applications testing will be used by large corporations to test software they buy and renegotiate
contracts based on service-level agreements (SLAS)

KA fE R R PR K R ¢ 6 ¢ RSLAS B 7Bk ek T

10. Consumer security products and services will migrate away from point products.

H-AFRe QR34 53F B2 RFLEOEL %

ristiansen et al., “Worldwide Security 2008 Top 10 Predictions:
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Thank you for your attention !!
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